CYBERSECURITY SEMINAR

Special Notice for Virtual Sessions

To accommodate participants located outside the National Capitol Region, some sessions will be held live,
online within a virtual world. Participants may choose to take the course from home, if their agency
networks restrict access to the system. Please coordinate with your respective IT Support team.

System Requirements

Applicants must ensure that their computers meet the minimum operating system requirements below. The
Avayalive Engage virtual world requires a robust computer. Software will need to be installed on your
computer. Your computer must be a Windows-based PC, running:

e Windows XP or later or Windows 7 32/64-bit, Windows 8 desktop mode only, Windows 10

o Intel 945 integrated graphics or better, 128MB, 1GB RAM, 1.50GHz CPU Monitor with a minimum screen
resolution 1280 x 960 and at least with 16 bit color depth (1280 x 1024 or higher 32 bit color depth
recommended).

e Recommended minimum CPU/Memory: 1.5 GHz Dual Core / 2GB Ram

e Microsoft Internet Explorer, Firefox Web browser on Windows PC or Safari on Mac OS are supported
browsers. Google Chrome is not a supported browser for Avayalive Engage.

e USB headset with microphone (speakers and microphone can be used as a substitute although may
cause noise feedback). Two cable headsets typically have issues.

e Adobe Flash

e High speed Internet connection (200 Kb/s per user with 1 Mb burst capacity). Wireless connections may
cause latency.

e Requires the installation of the Avayalive Engage Microsoft signed Active X, which requires machine
level control.

e  Popups must be allowed by your browser.

e Java Runtime Environment (JRE 7) must be installed.

e Port 21002 must be reachable through any firewalls in your environment

Additional Requirements: Applicants must complete a pretest and attend a mandatory, half-

hour virtual orientation reception before the class. Applicants will be asked to sign up for one of the reception
timeslots in the pretest, which will be sent to you separately, after you register for a virtual session.

Please contact FedVTELive@hq.dhs.gov if you have any questions.
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